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Marlene H. Dortch, Commission Secretary
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Federai Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(¢) CPNI Certification
Business Network Long Distance, Inc.
Form 499 Filer ID: 823390
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Business Network Long Distance, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfullyibmitted,

fndé M. Steinhart
Aftorney for
Business Network Long Distance, Inc.

Enclosures
ce! Brian H. Curtiss
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Annual 47 C.E.R. § 64.2009(e) CPNI Certification

EB Docket 06-36

1, Brian H. Curtiss, President of Business Network Long Distance, Inc., certify that T am
an officer of the company named above, and acting as an agent of the company, that I
have personal knowledge that the company has established operating procedures that are
adeqguate to ensure compliance with the Commission’s CPNI rules. See 47 CF.R §
64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Business Network Long Distance, Inc.’s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission’s rules.

¥, .
Name: Brlan ¥ Curtiss

Title: President

FCC Annual Filing
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Annual 47 C.E.R. § 64.2009(¢) CPNI Certification
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Business Network Long Distance, Inc. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes prefexters are
using to attempt to access CPNI, and what steps companies are taking to protect CPNI.

Business Network Long Distance, Inc. has not received any customer complaints
in the past year concerning the unauthorized release of CPNI (number of customer
complaints a company has received related to ynauthorized access to CPNI, or
unautherized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information),

FCC Annual Filing




Annual 47 C.F.R. § 64.2009(e) CPNI Certification
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Exhibit A

Business Network Long Distance, Inc.

Compliance Requirements



Business Network Long Distance, Inc.
1400 Sixteenth Street, Suite 400
Denver, Colorado 80202

Compliance Requirements

Business Network Long Distance, Inc, ("Company") maintains the following operating procedures 1o ensure
compliance with the requirements set forth in Section 64 2001 el seq. of the Commission's rules.

Section 64,2008 Use of customer proprietary network imformation without customer
approval

{a} Any telecommunications cartier may use, discloss, or permit access to CPNI for the purpose of
providing or marketing service offerlngs among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes fom the same carrler, without customer approval,

(1) If 2 felecommunicetions carier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrler, the carrier is permitted to share
CPNI among the carrier’s affifiated entities that provide a service offering to the cusiomer,

€2y I atelecommunications varrier provides diffbrent categories of service, but a cusfomer does
not subseribe o more than one offering by the carrler, the cander f5 not permitied to share CPINI with its
affiliates, except as provided in §64.2007(b).

(b} A telecommunications carrier inay not use, disclose, or permif access to CPNI to market to a
customer service offerings that ave within a category of service to which the subscriber does not elready
subsoribe fon thab carrier, wnless that carrier bas customner approval to do so, except as described in
parapraph(c) of this section,

(1) A wircless provider may use, disclose, or pernit acoess to CPNI dertved from its provigion of
CMRSE, withow enstomer approval, for the provision of CPE and information serviee(s). A wireling carrier
may uge, disclose or permit scoess to CPII derived from its provision of jocal exchange service .or
interexchange service, without customer approval, for the provision of CPE and cal! answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protosol conversion.

(2) A telecommunications carrler may not use, disclose, or penmnit access fo CPNI to ideatify or
rack customers that call corpeting service providers. For example, a local exehange canier may not use
local service CPII to track all customners that call local service competitors,

{c} A telecommunications carrier may use, disclose, or permit access to CPNY, withont customer
approval, as deseribed in this paragraph (6.

(1) A ieleconununications carler may use, disclose, or permit secess to CPNI, without custorer
approval, in its provision of inside wiring instatiation, maintenance, amd repalr services,

{2y CWRS providers may use, disclose, or perrait access to CPINI for the purpose of conducting
research on the health effects of CMRS.



(3} LECs, CMRS providers, and interconnected VoIP providers may use CPNY, withont customer
approval, to market services formerly known as adjunct-to-basic services, such as, bul not limited to, speed
dialing, computer-provided dirgctory assistance, call mowitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, calier LD, call forwarding, and certain Centrex featiwes.

{d) A telecommunications carrier may use, disclose, or permit access to CPNI to profect the rights
of property of the carrier, or to protect users of those services and other carriers fFom fraudutent, abusive, or

unlawful use of, or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNT is only nsed by the Company fo provide or market service offerings among the categories af
service (e, locdl, inferexchange, and CMRS) to wihich fhe customer already sabscribes. The
Company's CPNI pelicies prokibit the sharing of CPNI with affilinted companies, except as permitted
under Rule 64.2003(w)(1) or with customer approval pursuant 1o Rule 64.2007(h), The only exceptions
to these policies are as permitted under 47 U.8.C. § 222(d) and Rule 64.2005,

Section 64,2007 Appraval required for use of customer proprietary network information.

(a) A telecommrunications cartfer may obfain approval through written, oral or electronic
methods.

(1) A telecorsmunications carrier relying on oral zpproval shall bear the burden of demonsirating
that such approval has been given in compliance with the Comumdssion’s rules in this part.

(2) Approval or disapproval to use, disclose, or permit access t9 a customer’s CPNI obtalned by a
telecommunications carrier youst remain in effect until the customer revokes or limifs such approval or
disapproval.

(3) A telecorumunications carrier must maintain records of approval, whether oral, written or
electranic, for at least one yoar,

it all circumstances where customer approval is required fo nse, disclose or permit access fo CPNI, the
Company’s CPNT policies requiire that the Company obtain customer approval through written, oral or
electronic methods in complinnee with Rule 64.2007. A customner's approval or disapproval remeing in
effect until the custerner revekes or Hmils the approval or disapproval. The Company malntaing records
of customer approval (whether written, oral or electronic) for a minimum of ove year.

{6) Use of Opt-Cut and Opt-In Approval Processes. A telecomumumications carrier may, subject
£0 opt-out approval or opi-bi approval, use its customer’s individually identifiable CPNI for the purpose of
marketing comnumications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, o its agents and its affiliates that provide
communications-related services, A felecommunications carrier may also permit such person or entities to
oblain access to such CPNJ for such pusposes. Exospt for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disciose, or permit access to jts cusiomer’s individually identifiable CPMNF subject to opi-in
approval.

The Company does net wse CPNI for any purpose (including marketing communications-related
services) and does not disclose or grant access to CPNI to any party (including to agents or affiliates that
provide conumunications-relgted services), except as permilted under 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice reguired for use of customer proprietary setwork information,

(a)  Nortification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer’s right to restrict use
of, disclose of, and access to that customer’s CPNL

(2) A telecommunications carrier must maintain records of notification, whether oral, written or

eiectronic, Tor av 1¢ast one year,

(b} Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers’ CPNIL

(¢) Content of Notice. Customer potification must provide sufficient information to enable the
customer to make an informed decision as to whetker to pernait & catrier to use, disclose, or permit access
to, the customer’s CPNL

(1) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNL

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CENI wili be used, and lnform the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the custonler of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in 2 clear and neuiral language, describing consequences directly resulting from the lack of
access to CPNL

{4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
£yps, and be placed in an area so as to be readily apparent to a customer.,

(6) If any portion of a notification is franslated into ancther language, then al) portions of the
notification must be translated into that language.

(7) A carrier may state In the notification that the customer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tatlored to the customer’s needs. A carrier also may state

in the notification that it may be compelled to disclose CPNI to any persen upon affivmative written request
by the customer.

{8) A carrier may not inclade in the notification any statement attempting (0 encourage a customer
o freeze third-party access to CPNL

{9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service fo which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approvat or denial.

(10) A telecommunications carrier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company’s CPNI policies require that customers be notified of their rights, and the Company’s
obligntions, with respect to CENI prior to any soliciiation for customer approval. All required custoiner
notices (whether wreitten, oral or electronic) comply with the requirements of Rule 64.2008. The



Compony mainteins records of all required customer notices (whether written, oval or electronic) for u
mixtimm of one year.

{8) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
netification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section), The contents of any such notification
must comply with the requirements of paragraph (¢} of this section.

(1) Carrlers must wail & 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval o use, disclose, or permit access to CPNI, A
carrier may, in its discrefion, provide for a longer period. Carrlers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i} Tn the case of an electronic form of notification, the waiting perfod shall begin to run from the
date on which the notjfication was sent; and

(i) In the case of notification by malil, the waiting period shall begin to rur on the third day
following the date that the notification was mailed.

(2) Cuarriers using the opi-out mechanism must provide netices to their customers every two
years, :

(3} Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition 1o the requirements generally appiicable to notification:

(i) Carriers must obtain express, verifiable, prior approval fom consumers to send notices via &-
mail regarding their service in general, or CPNI in particalar;

(i) Carriers must allow customers to reply direetly to e-malils containing CPNI notices in order to
opt-out;

(ifi) Opt-out e-mail nosices that are returned to the carrler as undeliverable must be sent to the
-customer in another form before carriers may consider the castomer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and accuratefy identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must make available to every customer a methed to opt-out that
is of no additional cost {o the customer and that is available 24 hours a day, seven days a week, Canders
may satisfy this requirement through a combination of methods, so long as all customers liave the ability to
opt-out &t 6o cost and age able to effectuate that choice whenever they choose,

The Companty does not currently solicikt "opt ont™ customer qpproval for the use or disclosure of CPNL
The Company does not use CPNI for any purpose (including marieting conmmunications-relafed
services) and does nat disclose or grant access to CPNI to any party (Including to agents or affiliates that
provide comnmnications-related services), exeept ay permitted under 47 US.C. § 222(d) and Rule
64.2005.

{e) Notice Reguirements Specific to Opt-Im. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods., The contents of any such
notification must comply with the requirements of paragraph (¢) of this section.

The Company does not currently solicit "opt in"' customer approval for the use or disclosure of CPNIL
The Company does not use, disclose or grant accesy to CPNI for apty purpose, to any parly or in any
manner tiat would require a custower’s "opt in® approvel under the Cornission's CPNI Rules.



(f) Notice Requirements Specific to One-Time Use of CPNI. (1) Carriers may uge oral noiice to
obtain lmited, one-time wvse of CPNI for inbound and ontbound customer ielephone contacis for the
duration-of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The contents of any such notification must comply with the requirersents of paragraph {c} of
this section, except that telscomumunications carriers may omit any of the following notice provisions if not

relevant 10 the limifed use Tor which the carrier seeks CPNT:

(i) Carriers need not advise custorners that if they have opted-out previously, no action is needed
to maintain the opt-out election,

(it) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiiate or third party;

(i) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to cestomers that the scope of the approval the carrier seeks is Hmited
to one-time use; and

(iv) Carriers may omil disclosure of the precise steps a costomer must take in order to grant or
deny access fo CPNJ, as long as the carrier clearly cormmunicates that the customer can dery access to his
CPNI for the call.

In instances where the Company seeks one-tfime customer approval for the use or disclosure of CPNJ,

the Company obtains suchk approval in gccordance with the disclosures, methods and requirements
contained in Rule 206805

Section 64.2069 Safeguards required for use of customer proprietary network information,

(8) Telecommunications carriers must implement a system by which the status of a customer’s
(CPNI approval can be ¢learly esiablished prior to the use of CPNL

The Compuny’s billing svstem allows anthorized covpany personnel fo eusily defermine the status of o
customer's CPNI approval on the customer account screen prior 10 the use or disclosure of CPNL

(t) Telecommunications carriers must wain thelr personnel as to when they are and are not
authorized to use CPNL, and carriers must have an express disciplinary process in place.

The Company has established CENY eompliance policies that include employee tralning ow resirictions
on the use and disclosure of CPNI and required safeguards to protect against unanthorized use or
disclosure of CPNIL. Emplepees have signed that they understand the CPNI policles and o violation of
those policies will result In disciplinary action,

(¢} All carriers shall maintain a record, ¢lectronically or in some other manner, of thelr own and
their affiliates’ sales and marketing campaigns that use their customers’ CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to thivd parties, or where third parties were
allowed access to CPNL The record must include a description of each campaign, the specific CPNI that
was used in the campalgn, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

The Company’s CPNI policies reguive that all sales and marketing campaigns including thoese urilizing
CPNY be recorded and kept on file for at least one year. Records are also maintained for disclosure or
access to CPNI by tiird partles. The records include the required information Usted in Rule 64.2009(c).



(d} Telecommunications carriers must establish 2 supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier
corapliance for a minfmum period of one year. Specifically, sales personnel must obtain supervisory
approval of anty proposed out-bound marketing request for customer approval,

The Company’s CPNI policles reguire employees to obtaive approval from the Company’s CPNI
Compliance Qfficer for all marketing cumpaigns, ncluding these uiilizing CPNI, prier to inftiating that

campaign. Record of the marketing cavpaigns, along with the appropriate supervisory approval is
maintained for at least one year.

(&) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensurs compliance with the rules in this subpart. The carrier must provide a staterent
accompanying the certificate explaining hew its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. In addition, the carrier pust melude an explavation of any
actions talcen: against data brokers and a swmmary of all customsr complaints received in the past year
concerning the unauthorized release of CPNE  This filing must be made annually with ihe Enforcement
Durean on or before March 1 in BB Docket No. 06-36, for data pertaining to the previous calendar year,

The required officer cerfification, actions taken agalust date brokers and summiary of customer
complaint documerts are inclnded wih this accompanying statement. The Company will file these
documents on an anaral basis on or before March 1 for dota pertaining to the previous celendar year,

() Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers” inability fo
opt-gut is more than an anomaly,

(1) The notice shall be in the form of a leiter, and shall include the carrier®s name, a description of
the opi-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been netified and whether it has faken any
action, a copy of the notice provided to customers, and contact informatian.

{2) Such notice must be submitted even. if the carrier offers other methods by which consumers
may opi-out.

The Company does not currently soliclf “opt out” customer approval for the wuse or disclosure of CPNI,
Section 64.2010 Safeguards on the disclosure of customer proprietary network informatios.

(8) Safeguarding CPNI. Telecomumunications carriers must take reasonable measures to discover
and protect against attempts fo gain wmauthorized access to CPNI. Telecommunications carriers must
properly anthenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online rccount aceess, or an n-store visit,

The Company’s CPNY policies and employee training include reasonable measures to discover and
protect against activity that is indicative of pretexting and employees are Instrucied fo notify the CPNI
Compliance Gfflcer If any suech activity is suspected.

(b) Telephone access to CPNE  Telecommunications carrlers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the custorser first
provides the carsier with a password, as described in pavagraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or acconnt information. If the customer
does not provide a password, the telecommunicarions carrier may only disclose call detail information by
sending i to the customer’s address of record, or, by calling the customer at the ielephone number of
record, If the customer is able to provide call detail information o the telecernmunications carrier during a



customer-initiated call without the telecommunications carrler’s assistance, then the telecommunications
cartier is permitted to discuss the cali detal information provided by the customer.

The Company’s CPNI policles ensure that a customer is only able to qecess call detail informution over
the telephone in one of the ways listed in Rule 64.2010(b). If the cusiomer cannot remember their
password, they are prompted fo answer a secarity question. Nelther the pussword nor the security
question are based on reedily available blographical informuativn or account informuation.  Customer

service representatives ere instructed to anthenticale customers over the telephone In ail instances except

in the cose where the customer provides the call detail informuation withowt the assistance of the
Compary, '

(c) Online access to CPNI A telecommunications carrier must authenticate a customer without
the use of readily available biographical informatien, or account information, prior to allowing the
customer online access (o CPNI related to a telecommunications servics account, OQnce autheniicafed, the
customer may only obtain online aceess to CPNI related to a telecommunications service account through a
password, as described in paragraph (¢) of this section, that is not prompted by the carrier asking for readily
available blographical information, or account information.

The Compuny's customers do nof cerrently have access to thelr account onilne.

(d) In-Store access to CPNI. A telecommunications carvier may disclose CPNI o a customer
who, at a carrier's retail location, first presents to the telecommunications caxrder or its agent « valid photo
1D matching the customer’s account information.

There are no retall locations.

(e} Establishment of a Password and Backup Authentication Methods for Lost or Forgotten
Passwords. To establish a passwerd, a teleconmunications carrier must authenticate the customer without
the use of readily available biographical information, or aceount information. Telecommunications carriers
may create a back-up customer authentication method in the event of a Jost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or account information. If a customer cannot provide the correct password or the correct

response for the back-up customer authentication method, the customer must estebliish a new password as
deseribed in this paragraph.

The Company’s CPNI policies allow for a few waps to estublish a password, all of which ensure
compliance with the above paragraph. Each method also allows ihe customer o establish a4 buck-up or
securlty question in the evend that they forget their passward, In no event dpes the Company use readily
wvailable biographical information or account information as a back-uy question or as ¢ means o
establish a password or authenficate e customer.

(&) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer infilates service, including the selection of a password at service initiation,
This notification may be through a carrier-originated voicemail or text message to the telephane number of

record, or by mail to the address of record, and must not reveal the changed information or be sent {o the
new account information.

The Company’s billing system generates o notification letter when any of the flelds listed in Rule
64.2010(D is created or changed, The Company immedintely mails out the notification to the address of
record (never a4 new address) when required by Rule 54.2010(). The content of the notification complics
with the requirements of Rule 64,2010(f).



{#) Business Customer Exemption. Telecommmunications camriers may bind themsclves
contractually to authentication regimes other than those described in this section for services they provide

to their business customesr that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNL

The Company does not willize fie business customer exception at this fime,

Section 64.2011 Notification of cusfomer proprietary network information security
breaches.

{8) A telecommuatications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall nof notify s customers or disclose the breach publicly,
whether voluntarily or under state or local faw or these rules, until it has completed the process of notifying
law enforcement pursbant to paragraph {b).

{b) As soon as practicable, and in no event later than seven {7) business days, afler reasonable
determination of the breach, the islecornmunications cartier shall electronically notify the United States
Seeret Service (USSS) and the Federal Burean of Investigation (FBID) through a central reporting facility,
The Commission will maintain a link to the reporting facility at hitp:erww foc.zov/eb/epnt,

(1) Notwithstanding ary state law to the confrary, the carrier shall not notify customers or
disclose the breach fo the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs {2} and (3).

{2) If the carrier believes that there is an extraordinarily urgent need to notify any class of affected
cystomers sooner than otherwise allowed under paragraph (i), in order to avoid immediate and irreparable
harm, it shall so indicate in ifs notification and my proceed to Iramediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
:customers wountd impede or compromise an engelng or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an ipitial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
directlon is given, the agency shall notify the artier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal invesiigation or national security. The
agency shall provide in writing its initial direction to the camrier, any subsequent extension, and auy
notification that notice will no longer impede or compromise a criminal investigation or national security

and such writings shall be contemporaneously logged on the same reporting facility that containg records of
notifications filed by carriers.

(¢} Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and notification, &
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a mininrm of 2 years.

The Company has policies and procedures in place to ensure compliance witht Rule 64,2011, When it is
reasonably determined that a breach has occurred, the CPNI Complionce Officer will notify law
enforcement and Hs customer in the required timeframes, A record of the breack will be maintained for
a minimum of two years and will incinde afl informafion required by Rule 64.2011



